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ABSTRACT sensor data is fed into a shared computing cloud to be used
by authorized users, the goal is to determine techniqués tha
allow the potentially untrusted computing cloud to stord an

tions so that the product can be shared or distributed acroggrform computation directly on encrypted or masked data,

a heterogeneous group of users. However, recent events un- -2/9€ Neterogenous organizations, such as the Depart-

derscore the need for improving the security of data storef'€nt of Homeland Security, have a particular need for mak-

in such untrusted servers or databases. Advances in cry|5]-g use of Fh_e cloud. Key features such as resource poollng,
pid elasticity and on-demand self-servicé [2] provide th

tographic techniques and database technologies provide th

necessary security functionality but rely on a computation a_b|I|ty for dlver§e organizations to share information -effi
ciently and easily. However, these advantages also create a

model in which the cloud is used solely for storage and re=~. i . ;
trieval. Much of big data computation and analytics make us§N9'€ Point where adversaries may try to attack the confiden

of signal processing fundamentals for computation. As théiality, integrjty and/or availability of ;gnsitive infaration
trend of moving data storage and computation to the cIouE\ltored or being processed. As a specific example, a recent re-

increases, homeland security missions should underdtend gport by the Department of Homeland Security (DHS) looked

impact of security on key signal processing kernels such & the viability of making use of cybersecurity insurance

correlation or thresholding. In this article, we proposealt (NttPZ//www.dhs.gov/publication/cybersecurity-inaace).
called Computing on Masked Data (CMD), which combinesO"€ ©f the requirements for evaluating the applicability of
advances in database technologies and cryptographiatoolssuCh a s_,ystem will be in t_he ability to track cyber |_nC|dent
provide a low overhead mechanism to offload certain mathr_epo_rts in a _central Iocatloq such as a_commerC|aI CI_OUd
ematical operations securely to the cloud. This article de(-)ﬁe”ng' ) Th's_ da_\ta store_d in the repository may provide
scribes the design and development of the CMD tool. adversaries with information that could be used to reverse
engineer the details of a cyber security breach [3]. In this

Index Terms— Big Data; Accumulo; D4M; Encryption; example and many more, cryptographic protections can be

Organizations that make use of large quantities of infoionat
require the ability to store and process data from centcal-lo

Information Security used to mitigate the risks of data being stored and processed
in the cloud.
1. INTRODUCTION Prior work has looked at various techniques to improve

the confidentiality, integrity and availability of big dasgs-
Recent events, such as [1], highlight the growing need to imtems and an overview is provided [ [4]. There are many ex-
prove the security of big data stored in the cloud. The tradiisting cryptographic tools capable of performing some lleve
tional challenges associated with big data are often mederr of computation on encrypted data. One of these is Fully Ho-
to as the 3 Vs of big data: Volume, Velocity and Variety. Themomorphic Encryption (FHE), first introduced in 2009 [5].
sensitivity of data being processed in the cloud is incregsi  This method allows arbitrary analytic computations to be pe
and it is possible to make use of cryptographic advances to séormed on encrypted data while maintaining a strong securit
cure processing in the cloud to address a growing 4th V of biguarantee called “semantic security” (also referred taas r
data - Veracity (the closest word to security that startbwit domized encryption and is denoted as RND). The current state
'V'). Unfortunately, the volume, velocity and variety prep  of the art implementations of this schemél[5, 7] have a min-
ties of big data systems challenge various system compsnermum computational overhead of0®, which removes them
and are often used to justify ignoring this increasingly im-from consideration for any practical big data system. Secur
portant factor. In a common computing infrastructure wherévulti-Party Computation (MPC) techniqués[8, 9] are anothe

possibility with semantic security guarantees, but thesh-t
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An alternative solution is to make use of more relaxe Dense Table

forms of encryption that reveal small amounts of informatio ol b e Croate colmms for
as first described for the database setting in [10]. In such ”“r::"’ 22 |asaiz | s [~ each unigue dense
system, one may make use of the deterministic encryptir w |00 [msmemze columnjvalue palr

method (DET), which encrypts any plaintext and key to a sit
gle ciphertext thereby allowing for fast equality caICLdag Sparss Table

to be performed on encrypted data (a property Very deSIral sre_ip128.0.0. | ssc_ip[192.168.1.2 |  sev_ip|157.166.255.18 srv_ip[20E.20.69.138 | srv_ip[f4.125.224.72 —
for database applications). Other relaxed forms of enmgpt [wxme] 1 1
such as Order Preserving Encryption (OPE) which presery = ! !

hop WG 1 1 1
the relative order of all inputs, provide high functiongalit |

return for relaxed security guarantees. In this article we p Rows: Values: Columns:
pose the Computing on Masked Data (CMD)/[11] system th L,_DPET RND oPE
uses a combin_ation c_)f RND, DET, and OPE modes to ma Masked Table

sensitive data, insert into a NoSQL database and performsi_ ¢ =
ple computation on the masked data. Further, for many sity *™® | "= . s

tions, data integrity (not necessarily confidentialityRiarge | wws | s s Bl

concern and we provide a 4th masking level - Authentication

(AUT). The article is structured as follows. Sectidn 2 pa®s  Fig 1: Masking illustrative network data records. Dense data
an overview of the proposed tool. Sectidn 3 describes the imMg made sparse using the D4M schema and moves semantic
plementation of the CMD tool. Sectiph 4 describes how CMDinformation to the rows and columns of sparse assosciative
can be applied to simple signal processing kernels which ar&rays. The sparse table is then masked using a variety of
important to analytic developers. Sectidn 5 discusseséhe p encryption schemes depending on the desired functionality

formance of CMD on these signal processing kernels. Finallyrhe terms DET, OPE and RND are described in Se€fion 3.
in Sectior 6 we discuss potential CMD applications and con-

clude.

Masking | Information Leaked Database Funct
Level tionality
2. COMPUTING ON MASKED DATA RND Hides all information| Decrypt only
about data

Associative Arrays, the data type provided by the Dynami¢ pgT Reveals equality patternsQuery plaintext

Distributed Dimensional Data Model (D4M) [12], are used[ opg Reveals equality patternsPlaintext _range

as the base schema to represent unstructured large data sets and order query

The D4M schema encapsulates all semantic information af T Reveals everything but All queries

a dataset into the rows and columns of a sparse associative protects data integrity

array. We make use of this property to use various different

encryption techniques to mask the rows and columns depengtaple 1: Summary of security provided and database func-

ing on required functionality. An overview of the schema istjonality for CMD masking levels

described in Figurel 1.

Associative array rows, columns and values are masked

through the CMD mask function, which encrypts entitiesfunctionality. A summary of database (DB) functionality

of the sparse associative array. For example, if one intendmnd security afforded for different masking levels is pdmd

to perform range operations on columns, columns may b Table[1. The implementation of each of the encryption

masked using OPE. Associative arrays support the full rangchniques is described below.

of linear algebra operations such as addition, multipicgt

Etrg.\/id,ﬂédr?r?r[iﬁr.lorough description of the CMD system I53.1. Semantically Secure Encryption - RND
The CMD implementation of RND uses the AES-256 block

3. CMD IMPLEMENTATION cipher found in OpenSSL (www.openssl.org) in the Cipher

Block Chaining or Galois Counter Mode. The cryptographic

A prototype of CMD has been developed as a MATLAB/GNUkey is derived from a user-provided password and an 8-byte

Octave toolbox. The current version of CMD allows a usersalt using 1000 rounds of the derived key generation loop.

to select among four masking levels: RND, DET, OPE ancdtach ciphertext has a minimum length of one AES block and

AUT. A combination of masking levels can be used across thés derived from both the cryptographic key and an Initializa

rows, columns and values of the associative array represetion Vector (IV) of 16 bytes. The IV is generated using the

tation. Selecting a masking level depends upon the desirddpenSSL commanBAND_byt es, which generates an arbi-



s il i tion of a given plaintext is simply the path to its ciphertext
P ’_J in the binary search tree, concatenated with padding of a 1

L]

g [ E_Ir and a sufficient number of 0s to make all ordertexts the same
size. We once again chose to use a default size of 16 bytes

(thereby allowing for 216 entries if Os and 1s are stored as

Fig. 2. Plaintext data is masked using a combination of poss'étrings or 2128 entries if the path is stored as bits). Figre

ble modes. Masked_data Is th_en encodfed for storage PUrPOSBEscribes a sample OPE Tree and corresponding OPE Table,
Accessing the data involves first decoding the stored masskte,, ;e jngicates the ordertext value for each ciphertexhin t

and unmasking. tree. Querying for data (or a range of data) occurs by deter-
mining the position of the masked data.

trary length string of cryptographically strong pseudoegtam
bytes. This step ensures that each masking of the same plaih4. Authentication mode - AUT
text will yield a different ciphertext, thereby protectiagual-

ity information. To simplify string handling, ciphertexése
converted into printable characters using Base64 encodin
An overview of the process is described in Figure 2.

The fourth supported operation available in CMD is AUT
which stands for Authentication. This operation does not
gctually mask the data at all and plaintext is left as plain-
text. Prepended to the plaintext, however, is a hash-based
message authentication code (HMAC). Here too, we prefer
3.2. Deterministic Encryption - DET to use SHA-1 for performance reasons. When a given mes-
sage is unmasked with AUT, the HMAC that is stored with
11|£r?1e plaintext can be extracted and compared against a new

o . X MAC of the plaintext message and key. If the two are equal,
leak only equality information and nothing more, DET mask-th prainex g y W au

. g h h IV that i . e user can have confidence that the original message has
Ing requires that each message uses an IV-that is unique fo, oo modified since it was first stored as generating the
that message and deterministically obtained. This is &elie

same HMAC requires knowledge of the key. While the AUT

in CMD by using the SHA-1 hash of each message as its owp, : TR
: ode does not ensure data confidentiality, it does ensuae dat
IV, truncated to 16 bytes. The OpenSSL SHA-256 |mple-integrity . I i !

mentation may be substituted for SHA-1 if more security is
desired, but this comes with an approximate 40% increase in

computation time compared to using the SHA-1 hash (which 4. SIGNAL PROCESSING WITH CMD
can perform approximately 1.785 hashes/second).

The implementation of DET is identical to that of RND ex-
cept for the way that the IV is generated for each message.

In this section, we demonstrate the applicability of CMD on
_ _ some basic signal processing kernels. Given the relatipnsh
3.3. Order Preserving Encryption - OPE between the associative array representation and graghs, w

For the OPE masking level, a mutable scheme called mop2Y Particular attention to correlation and thresholdimgich
initially proposed in [[13], was adopted. The mOPE modelca" be used as building blo_cks to construct a variety of finea
consists of a trusted client and an untrusted server thert-int l9ebra and signal processing algorithms.

act with each other. The untrusted server is never giversacce )

to any plaintext values or the user password, and the trUSE e v T "
clientis never required to store or analyze the entire datats  sissizis-m-a vasmn 1 1

once. The data are stored on the server in a binary search === #-=% | !

as ciphertexts (obtained through DET encryption operatior OPE DET

on the client). Because ciphertexts do not leak order inform___.. e Tl T SR i
tion, the server must communicate with the client through a oot s e e S
interactive session to determine the correct locationenbify  wmmmmmsis | e m—v—e i

nary search tree for each ciphertext. Starting at the rotteof g e s ams et BNO
tree, the server sends the client the ciphertext of the ourre e

node. The client decrypts the ciphertext at that node, con, e —
pares it to the plaintext being inserted, and returns a € {fef ¥t Tam ¥

the plaintext is less than the value at that node or a 1 (right)

if the plaintext is greater. The new current node is then re- Correlation provides a measure of the statistical relation
turned, and the process repeats. When the exact location sifiip between two entities. Calculating the correlation of
the plaintext to be inserted has been found, the client send®o associative arrays involves transposing and multiglyi
the server the ciphertext of that value along with a comman®&ince CMD preserves the associative array structure of big
to insert it there in the tree. The OPE ordertext representalata, we can perform masked correlation by multiplying two
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Fig. 3: Overview of the data structures in the mOPE scheme. Each imoithe OPE tree contains a ciphertext. The plaintext
value of each ciphertext is shown here in gray blocks fositation purposes and are not stored in the tree. The oxtlgaieie
corresponding to each ciphertext comes from following tuh po each ciphertext from the root of the tree. Ciphertegertext
pairs are stored in a database to enable fast lookup. Figaeept from[[13].

masked arrays which are masked using any of the SuppOl’IcPlai“"'e’“" word |birthday word|others word|the word|zitacoco! word|zpna
masking modes. This task can be done on a potentially ur="" e ' e
trusted server. Consider a sample dataset which contaias da
collected from the social media website Twitter. The d 10
stored as a tuple that contains a timestamp, unique :g';fé
identification number (TweetlD), and value. A commor ~—DET
is to find the most common words that exist within the
tweet as a term of interest, say{.

CMD can determine the unique TweetIDs by multip
the masked version of the datagetaskt ext (abbreviat
asAmt ) to yield an output associative arr@yaskt ext (at

breviated a€t ):
Cnmt = Ant(:,Mask(tl))' =* Ant

Compute Time for CMLC

=)
=)
L

Compute Time (sec
=)

Suppose that the term of interest is the wdrappy " b ;.Oumbe, of Enmfs " "

which is stored using the D4M schema wsr d| happy. . _ . _ _
The above product on th&rt yields the following result: Fig. 4: Performance of different masking levels in performing
a correlation of two arrays with varying number of elements

Cmasktext qe9Q IHSagGe eewgS5kQk ELhRbFmng8GAR EJJCQFHILIF qc9Q IHSagGe
C15TETI5Kg  PDSYm7r0 ImDJ4PBFEvIeq E2ix8XPFkvw CIL5TETISKg
tzZREwMs5 FAUPK2CudDO==
HOuowkRaVogZuNBye 8w 28 46 190 2 1

5. PERFORMANCE RESULTS

UnmaskingCrraskt ext reveals words correlated with

wor d| happy: This section describes the performance of the CMD system

on varying sizes of input data to quantify the relative per-
Cpt =Unmask(Cnt,’ DET",’” DET", " RND') formance overhead incurred by performing computation on

masked data. For these examples, data is stored in an Apache
Cplaintext  word|birthday word|others word|the word|zitacooo! wordzpna  AcCCUMUlO NOSQL database and computation and data re-
vord|happy = 16 190 2 1 trieval times are presented. One key metric for CMD is the

performance overhead incurred with computation on masked

The second signal processing kernel currently supportegata. Figurél4 describes the time taken to compute a correla-

is thresholding. Thresholding keeps all values that sa8isf tjon of two associative arrays with varying number of eatti
certain criteria and discards the rest. In the example abov@s the performance chart shows, the computational overhead
we may perform a thresholding to find only common valuesnyolved with using either DET or OPE modes of encryption
For example: is minimal (within 2x) when compared to performing com-

Cpt =Unnask( Ct >20, ' DET' , ' DET', ' RND' ) putation on the plaintext data (denoted by CLR). Performing
' ' ' thresholding on masked data incurs almost no overhead.



Figure[® describes the performance overhead incurred iagencies of the DHS wish to maintain a database of security
qguerying and unmasking data masked using different levelelated data such as agent field reports. In order to ensure
of encryption. From this figure, it is clear that the overheadhat this data can be accessed by different agencies, gerhap
incurred by using different modes of encryption is similar t geographically distributed across the United States, tH8 D
that of correlation (within 2x) when compared to simply re-may wish to make use of a commercial cloud provider such as
trieving plaintext data (denoted by CLR). Amazon Web Service (AWS). While offerings such as Gov-

Cloud provide a baseline of security, one may not want to
Query Time for GAL offload data confidentiality protection to a third party véa-s
' vice level agreements and instead make use of cryptographic
protections on the data (thus protecting it from unautteatiz
users from the untrusted cloud provider or other cloud ten-
ants). Using CMD, generated field reports can be encrypted
at individual clients and uploaded to the commercial cloud i
encrypted form using the Mask command. Simple computa-
_ tion such as correlation or thresholding (suppose to cateel
e a name across reports from different agencies) can be done
Mumiber of Entrigs directly in the cloud without compromising the confidential
) ] ) _ ity of requested data. Finally, correlated data can be qderi
Fig. 51 Query and unmask performance time with varyingang returned to an authorized end user who can use the Un-
number of entries mask command on the data using a valid key to see the end re-
sult. Of course, there are still challenges associatedswuith

While it is difficult to quantify the reduction in informa- tools. For example, organizations may need to agree upon the
tion leakage when compared to plaintext data, the desenipti desired functionality in order to use the same choice of mask
of leakage in Table]1 shows that the CMD system greatly reing levels. Such a challenge may be overcome using a layered
duces leakage for applications in which leakage of equalitgncryption scheme as describedin/[10]. Another challesige i
patterns or order are acceptable. with the efficient management of keys and requires a solution
as proposed ir [15].

Homeland security researchers and scientists should be
aware of the increasing value of data in the cloud and de-
termine methods to mitigate the risk associated with ur@uth

Data veracity is a growing concern amongst the big data con{lze,d disclosure. In this art|clg, W€ propose a tool - Com-
munity. The volume, velocity, and variety, however, posePUting on Masked Data - that is a high performance NoSQL

large challenges to the development of systems capable gfa\tabase interface that stores data masked by a choicéef tec

protecting the privacy of big data. These challenges are eflques. The CMD system supports a wide variety of mask-

pecially evident in organizations that operate large caimpgu ing mod_es and exhibits high performance for common signal
clouds to be shared by heterogeneous organizations often wiProcessing kernels_ suc_h as correlation and thresh_oldlh_g. T
varying data policies. The Computing on Masked Data tooperfo_rmance and S|mpI|9|ty pf the CMD tool make it an ideal
presented in this article can be used in such environment§andidate for many applications.

One organization that exemplifies such an environment is the

Query and Unmask Time (sec

6. DISCUSSION, CONCLUSIONS AND FUTURE
WORK

Department of Homeland Security which is especially prone 7. ACKNOWLEDGEMENTS
to such challenges due to their distributed, multi-ageany,
time sensitive nature. The authors would like to acknowledge the anonymous re-

Homeland security agencies are increasingly looking teyiewers, Nabil Schear, Rob Cunningham, and the LLGrid op-
cloud solutions in order to make use of key characteristic§rations team at MIT Lincoln Laboratory for their supportin
such as on-demand self-service, broad-network access, 1¢eveloping and testing the CMD prototype.
source pooling, rapid elasticity, and measured service [2]

Commercial entitites such as Amazon have responded to this
need by providing US based solutions such as the Amazon
GovCloud [14].

The Computing on Masked Data tool described in this ar-
ticle can provide an extra layer of security with minimal im-
pact to performance to individuals or organizations whdwis
to make use of cloud computing offerings without completely
trusting the provider. Consider an example in which différe
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